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Abstract— A recently proposed active queue management, CHOKe, is stateless, simple to implement, yet surprisingly effective in 

protecting TCP from UDP flows. They have presented an equilibrium model of TCP/CHOKe. They have proven that, provided the 

number of TCP flows is large, the UDP bandwidth share peaks at ( + 1) 1 = 0 269 when UDP input rate is slightly larger than link 

capacity, and drops to zero as UDP input rate tends to infinity. They clarified the spatial characteristics of the leaky buffer under 

CHOKe that produce this throughput behavior. Specifically, they proved that, as UDP input rate increase s, even though the total 

number of UDP packets in the queue increases, their spatial distribution becomes more and more concentrated near the tail of the 

queue, and drops rapidly to zero toward the head of the queue. In stark contrast to a non leaky FIFO buffer where UDP bandwidth 

shares would approach 1 as its input rate increases without bound, under CHOKe, UDP simultaneously maintains a large number of 

packets in the queue and receives a vanishingly small bandwidth share, the mechanism through which CHOKe protects TCP flows.  
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I.  INTRODUCTION 

              

                TCP is believed to be largely responsible for preventing congestion collapse while the Internet has undergone dramatic 

growth in the last decade. Indeed, numerous measurements have consistently shown that more than 90% of the traffic on the 

current Internet is still TCP packets, which, fortunately, are congestion controlled. Without a proper incentive structure, however, 

this state of affair is fragile and can be disrupted by the growing number of nonrated-adaptive (e.g., UDP-based) applications that 

can monopolize network bandwidth to the detriment of rate-adaptive applications. This has motivated several active queue 

management schemes, e.g., [2]–[4], [7], [that aim at penalizing aggressive flows and ensuring fairness. The scheme, CHOKe, of 

[11] is particularly interesting in that it does not require any state information and yet can provide a minimum throughput to TCP 

flows. In this paper, we provide an analytical model of CHOKe that explains both its throughput behavior and the spatial 

characteristics of its leaky buffer that underlies the throughput behavior.  Networks, many routers often experience congestion. It 

is important to guarantee QoS at all time. In differentiated services (DiffServ) architecture, Active Queue management (AQM) 

algorithms are among the most effective network control mechanisms and can achieve a satisfactory tradeoff between drop 

probability and throughput [2], [3]. Different AQM parameters lead to different QoS performance. Moreover, the implementation 

of an AQM in DiffServ must provide bandwidth differentiation and TCP protection simultaneously. An important component of 

the many QoS architectures proposed is the packet scheduling algorithm used by routers in the network. The packet scheduler 

determines the order in which packets of various independent owes are forwarded on a shared output link. One of the simplest 

algorithms is First Come First Served (FCFS), in which the order of arrival of packets also determines the order in which they are 

forwarded over the output link. While almost trivial to implement, FCFS clearly cannot enforce QoS guarantees, as it allows 

rogue ows to capture an arbitrary fraction of the output bandwidth. In general, a packet scheduler should have the following 

properties.  

II. ISSUES IN CHOKER 

 

           The importance of TCP protection has been discussed by Floyd  and fall [4]. The problem of TCP Protection originates 

from TCP flows competing with unresponsive UDP flows in order to occupy scarce bandwidth [5]. After the TCP flows reduce 

sending rates, the unresponsive UDP flows can seize the available bandwidth and cause starvation of TCP flows. This results in 
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unfairness to large volume TCP flows. Conventional AQM algorithms such as Random Early Detection (RED) [6] and BLUE [7] 

cannot protect TCP flows. Per-flow schemes such as RED with preferential dropping (RED-PD) can punish non- TCP-friendly 

flows, but it requires reserved parameters for each flow, which significantly increases the memory requirement [8]. CHOKe 

proposed by Pan et al. is simple and does not require per-flow state maintenance [9].  

 

             However, CHOKe only serves as an enhancement filter for RED in which a buffered packet is drawn at random and 

compared with an arriving packet. If both packets come from the same flow, they are dropped as a pair (matched drops); 

otherwise, the arriving packet is delivered to RED. The validity of CHOKe has been explained using an analytical model by Tang 

et al. [10]. Bandwidth differentiation is an important feature in Diff- Serv. RED with in/out bit (RIO) [11], is one of the most 

popular schemes designed for bandwidth differentiation. In RIO, an “out” flow may be starved because there is no mechanism to 

guarantee the bandwidth share for low-priority traffic. Some scheduling schemes, such as weighted fair queueing (WFQ) may 

also support differentiated bandwidth allocation [12], [13]. The main disadvantage of scheduling schemes, such as WFQ, is that 

they require constant per-flow state maintenance, which  is not scalable in core networks. CHOKeW, proposed by Wen et al., can 

provide bandwidth differentiation among flows at multiple priority levels [5], [14].  

        

              CHOKeW borrows the idea of matched drops from CHOKe for TCP protection. While CHOKe draws a single packet, 

CHOKeW draws more than one packet to compare. In CHOKeW, the adjustable number of draws is not only used for restricting 

the bandwidth share of high-speed unresponsive flows but also used as signals to inform TCP of the congestion status. CHOKeW 

is capable of providing higher bandwidth share to flows with higher priority, maintaining good fairness among flows in the same 

priority, and protecting TCP against high-speed unresponsive flows when network congestion occurs. However, there are three 

problems that CHOKeW cannot solved. First, the bandwidth differentiation at multiple priority levels becomes smaller after the 

number of flows increases. In particular, as the scale of the Internet becomes larger, all types of flows push into the Internet. In 

such complex environment, the drop probability of CHOKeW is close to CHOKe. The advantage of differentiation will be 

difficult to standout. Second, CHOKeW shows poor performance if the traffic is burst. From [5], when the drawing factor 

increases quickly, the fairness diminishes. And CHOKeW cannot provide the assured bandwidth allocation for different priority 

flow. Third, when network congestion becomes worse, the bandwidth allocation in CHOKeW cannot cope with nonresponsive 

flows.  

III. MOTIVATIONAL GOAL AND ALGORITHM 

 

               Our work is motivated by the need for a simple, stateless algorithm that can achieve flow isolation and/or approximate 

fair bandwidth allocation. As mentioned in the introduction, existing algorithms (like RED, FQ and others) are either simple to 

implement or able to achieve flow isolation, but not both simultaneously. We seek a solution to the above problem in the context 

of the Internet. Thus, we are motivated to find schemes that differentially penalize “unfriendly” or “unresponsive” Rows4, which 

implies bad implementations of TCP, and UDP-based Rows. Further, we seek to preserve some key features that RED possesses; 

such as its ability to avoid global synchronization5, its ability to keep buffer occupancies small and ensure low delays, and its lack 

of bias against bursty traffic. By doing this, in the absence of unfriendly or unresponsive flows our algorithm will perform 

similarly to RED. Next, we need a benchmark to compare the extent of fairness achieved by our solution. Maxmin fairness 

suggests itself as a natural candidate for two reasons: (a) It is well-defined and widely understood in the context of computer 

networks (see [ 11, page 526, or [IO]), and (b) the FQ algorithm is known to achieve it. However, for any scheme to achieve 

perfect maxmin fairness without flow state information seems almost impossible. Maxmin fairness is not suitable in our context 

since we do not identify the flow(s) with the minimum resource allocation and maximize its (their) allocation. Instead we identify 

and reduce the allocation of the flows which consume the most resources. In other words, we attempt to minimize the resource 

consuinption of the maximum flow or seek to achieve minmax fairness6. The resource freed up as a result of minimizing the 

maximum flow’s consumption is distributed among the other flows. In the Internet context the former flows are either unfriendly 

TCP or UDP, and the latter flows are TCP. 

 

IV. THE CHOKE ALGORITHM 

 

           Suppose that a router maintains a single FIFO buffer for queuing the packets of all the flows that share an outgoing link. 

they described an algorithm, CHOKe, that differentially penalizes unresponsive and unfriendly flows. The state, taken to be the 

number of active flows and the flow ID of each of the packets, is assumed to be unknown to the algorithm. The only observable 

for the algorithm is the total occupancy of the buffer. CHOKe calculates the average occupancy of the FIFO buffer using an 

exponential moving average, just as RED does. It also marks two thresholds on the buffer, a minimum threshold minth and a 
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maximum threshold maxth. If the average queue size is less than minth, every arriving packet is queued into the FIFO buffer. If 

the aggregated arrival rate is smaller than the output link capacity, the average queue size should not build up to minth very often 

and packets are not dropped frequently. If the average queue size is greater than maxth, every arriving packet is dropp.ed. This 

moves the queue occupancy back to below maxth. When the average queue size is bigger than mznth, each arriving packet is 

compared with randomly selected packet, called drop candidate packet, from the FIFO buffer. If they have the same flow ID, they 

are both dropped. Otherwise, the randomly chosen packet is kept in the buffer (in the same position as before) and the arriving 

packet is dropped with a probability that depends on the average queu size. The drop probability is computed exactly as in RED. 

In if they arrive when the average queue size exceeds muxth.  

 

             A flow chart of the algorithm is given in Figure 1. In order to bring the queue occupancy back to below muxth as 

fast as possible, we still compare and drop packets from the queue when the queue size is above the maxth. In general, one can 

choose m > 1 packets from the buffer, compare all of them with the incoming packet, and drop the packets that have the same 

flow ID as the incoming packet. Not surprisingly, we shall find that choosing more than one drop candidate packet improves 

CHOKe’s performance. This is especially true when there are multiple unresponsive flows; indeed, as the number of 

unresponsive flows increases, it is necessary to choose more drop candidate packets. However, since we insist on a completely 

stateless design, wt cannot a priori know how many unresponsive flows are active at any time (and then choose a suitable value 

form). It turns out that we can automate the process so that the algorithm chooses the proper value of m 2 1. One way of achieving 

this is to introduce an intermediate threshold intth which partitions the interval between mznth and muxth into two regions. When 

the average buffer occupancy is between minth and intth the algorithm can set m =. 1 and when the average buffer occupancy is 

between intth and muxth it sets m = 2.’ More generally, we can introduce multiple thresholds which partition the interval between 

minth and maxth into k regions R I , Rz, . . . , R k and choose different values of m depending on the region the average buffer 

occupancy falls in. For example, we could choose m = 2 . i (i = 1 . . . , I C ) , when the average queue size lies in region Ri. 

Obviously, we need to let m increase monotonically with the average queue size. 

 

            CHOKe is a truly stateless algorithm. It does not require any special data structure. Compared to a pure FIFO queue, there 

are just a few simple extra operations that CHOKe needs to perform: draw a packet randomly from $e queue, compare flow IDS, 

and possibly drop both the incoming and the candidate packets. Since CHOKe is embedded in RED, it inherits the good features 

of RED mentioned previously. Finally, as a stateless algorithm, it’s nearly as simple to implement as RED. To see this, let us 

consider the details of implementation. Drawing a packet at random can be implemented by generating a random address from 

which a packet flow ID is read out. Flow ID comparison can be done easily in hardware. It is arguably more difficult to drop a 

randomly chosen packet since this means removing it from a linked-list. Instead of doing this, we propose to add one extra bit to 

the packet header. 

V. CONCLUSION 

They proposed a cost effective AQM scheme named CHOKeR. CHOKeR uses MISD to update the drawing factor, such that 

large-scale and burst data can be processed fast, and congestion can be avoided. When the number of flows increase abruptly, 

CHOKeR’s proportional bandwidth allocation with multiple priority is able to guarantee TCP protection. Both the analytical 

model and simulation results demonstrate that the Choker achieved proportional bandwidth allocation for flows in different 

priorities, and fairness for flows in the same priority. With the increase of audio and video flows, CHOKeR reduces the UDP 

flows to protect TCP flows, and allocate a fair share of bandwidth to UDP flows. In our future work we will focus on the TCP 

protection in heterogeneous environment [23]. In its current design, CHOKeR algorithm only controls the state of the output 

queue. In practical network device, it is feasible to control input queue and cooperate congestion control at the output queue. Such 

cooperative control may further improve the fairness among users. 
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