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Abstract—  In this paper to propose an approach for detecting the presence of malicious attack which is commonly 

known as primary user emulation attack (PUEA), this type of attack act as the primary signal and delude the secondary 

user and occupy the whole frequency spectrum. The PUE attack sends fake signal similar to the primary signal in which it 

aware of whole spectrum. Then the cooperative spectrum sensing (CSS) OR rule is applied in cognitive radio network and 

spectrum sensing is based on energy detection scheme.  The proposed method is well suitable for AWGN environment 

which minimize the error. 
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I.  INTRODUCTION (HEADING 1) 

Cognitive radio [1] is mainly used for improving the radio Spectrum . Spectrum sensing in cognitive radio is to gather 

information about  the spectrum status . Cognitive radio consists of two users they are primary users are said to be licensed 

users and has license to operate the desired frequency band which is controlled by the primary base station. secondary users 

are said to be unlicensed users or cognitive radio users (CR)  in Cooperative Spectrum Sensing (CSS)  [2] environment and 

has no license spectrum. The secondary network is controlled by the xG base station. The CR users can utilize the 

frequency bands of primary users when the primary users are not present. Therefore the secondary users sense the band of 

primary user whether it is occupied or not. In case the primary user occurs then the secondary user should handoff the 

Spectrum to the primary user.  

 In cognitive radio the spectrum holes gives information about the available unused spectrum and this spectrum 

holes depends on three phases in cognitive cycle as spectrum detection, sensing and mobility.  The cognitive radio analyse 

the data rate, the transmission mode, and the bandwidth of the transmission. Depending upon these parameter the 

appropriate spectrum is chosen according to the user requirements. The ultimate objective of the cognitive radio is to obtain 

the best available spectrum through cognitive capability and reconfigurability as described before. Since most of the 

spectrum is already assigned, the most important challenge is to share the licensed spectrum without interfering with the 

transmission of other licensed users as illustrated in Figure 1.The cognitive radio enables the usage of temporally unused 

spectrum, which is referred to as spectrum hole or white space. If this band is further used by a licensed user, the cognitive 

radio moves to another spectrum hole or stays in the same band, altering its transmission power level or modulation scheme 

to avoid interference. Here the technique used is cooperative spectrum sensing in which it deals with finding accurate 

detection of primary signal by multiple CR. 

http://www.ioirp.com/
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Fig. 1. Spectrum hole concepts. 

 

. There are some attacks present in the cognitive radio [3] network which leads to degrades in system performance and 

one of the attack is Primary User Emulation Attack (PUEA) and the system model of PUE attack is shown in the Fig.2 . 

This PUEA attack acts like a primary user and keep on sensing the spectrum of primary user and does not allow the CR user 

to occupy the spectrum of PU . 

 The PUEA attack sends the fake signals to the secondary user to vacate the band of PU [3,4]. There are several 

technique have been used to defeat the PUEA attack. The PUEA attack is represented as ‘always present attack’ [8] and the 

action of this attack is to keep on sensing the spectrum like CR and able to differentiate the occupied and unoccupied 

spectrum band. And there by using the CSS rules in CR networks known as logical data function rules of OR rule in the 

presence of attack. The local spectrum sensing method is used by the CR networks and hard decision of PU activity is taken 

by the CR. The hard decision is send to fusion center (FC).The FC takes the decision based OR rule depends on the present 

and absent of the primary user. 

 This paper explain the effect of PUEA attack, the fake signal in the presence of primary user is assumed to be zero 

[9] and it occupies the frequency band when the primary user was absent. Therefore the PUEA attacker perform a kind of 

spectrum sensing. We derived the rules and new result and conclusions [9] are obtained for various channel the rest of the 

paper deals with spectrum sensing in CR by energy detection technique by OR fusion rule, energy detection technique in 

the present of PUEA attack. 
. 

II. SYSTEM MODEL  

The system model consists of CR networks with N number of CR users. The attacker sends the fake signal to PU and 

deceives the secondary user in cognitive radio network. Let √PPSP
k  be the signal transmitted by PU, where √PP is power 

coefficient and Sp is assumed to be independently and identically distributed (i.i.d) complex Gaussian random variable with 

zero mean and a constant known variance σp
2. Then the primary user emulation attack also sends the fake signal √PESE

k  

where √PE is the power coefficient of attacker and SE is assumed to (i.i.d) Gaussian random variable with zero mean and 

variance σE
2. 

 
Fig. 2. System model for PUE attack 
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 Then the output signal received at the ith  CR user in kth  time instant. The presence and absence of the primary 

signal is indicated by H1  and H0  respectively and also the presence and absence of the attacker signal is represented by E0  

and E1. Depending on the presence and absence of the PU and PUEA in our method, there would be four possible  cases to 

express the received signal at the ith  CR users as:{ E1, H1 },{ E0, H1 },{ E1., H0  },{ E0, H0  }. 

 

 

 (1) 

 

 

 

where ni
k  is the additive white Gaussian noise at the ith  CR user with zero mean and variance σn,i 

2 and hp,i
2 is channel 

gain between PU and ith CR user at the kth time instant, the channel coefficients are assumed constant in every detection 

cycle. 

 

A.  Spectrum sensing using decision rule in presence of PUEA 
 

 In this section, the spectrum sensing includes the presence of PUEA attack and sends the fake signals to the 

primary user and deceives the secondary users. The number of secondary users made local decision of presence of primary 

user in cooperative spectrum sensing environment. The fusion center made the global decision based on the decision rule. 

In the OR decision rule, the FC gives decision 1(primary user present) if any one of the decisions from the cognitive radios 

is 1. By using this rule, the probability of false alarm increases, meanwhile the probability of detection is reduced. 

Probability of detection is represented by Pdet
i and the probability of false alarm is represented by Pfal

i  for OR rules of  ith 

CR users. 

 The Pdet
i and Pfal

i in spectrum  sensing in the presence and absence of PUEA attack along with the primary signal 

be defined by 
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Note that p(E0|H1), p(E1|H1),  p(E1|H0) and p(E0|H0)  are conditional  probabilities regarding to the presence and absence 

of PUEA and PU signals and this condition probabilities have constant known values and defined by 

  11 | HEp                                                                                                  (4) 

 

                                          
     1|1| 1110 HEpHEp

                                            (5) 

 

                                           
  01 | HEp

                                            (6) 

  

                                          
     1|1| 0100 HEpHEp

                                                   (7) 

 

Therefore the equation (1) and (2) can be rewrite as 
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In OR fusion center rule, the global detection probability (Pd
OR), global false alarm probability (Pf

OR) and missed 

detection probability (Pmis
OR)  [10] can be expressed as 
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B. Energy detection technique based on PUEA attack 
 

 Based on the energy detection technique spectrum sensing at CR users in M samples of energy yi
k are summed 

during one detection interval. 
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                                                                            (13) 
 

Then by comparing the 
 
Yi to a threshold the secondary user decides the presence and absence of the primary signal. The 

threshold is calculated by the Neyman Pearson criterion [14] and it is given by 

 

    NNPQ FAiki   2)(12
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Where λi  is the threshold of ith CR user. Here σk,i 
2  represents the variance of signal of  CR ith  users at kth time instant, Pfal

i 

represents the Probability of false alarm and N represents the number of Cognitive users. 

 To calculate Pfal
i  in terms of energy detector parameters we needs values of p(D1

i|E1,H1), p(D1
i|E1,H0), p(D1

i|E0,H1) 

and  p(D1
i|E0,H0) 
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Where Г(.) and Г(.,.) are gamma function [13] and upper incomplete gamma function respectively. From equation 

(2) and (3) the Pdet
i  and Pfal

i are expressed as 
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Note that in Neyman pearson criterion, it is proved that the given probability of false alarm, the optimal threshold 

increases the probability of detection when the given probability of false alarm is equal to actual Pfal
i . Therefore the 

threshold is taken  based on the presence of PUEA attack and the secondary users does not consider the fake signal and it 

consider only the threshold. The probability of error can be defined as the probability of making a wrong decision in 

spectrum sensing.  

 

The probability of error for OR rules is given by  
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III. SIMULATION RESULTS 

In this section, we analyze the numerical simulation based on PUEA attack in CSS environment. The threshold [14] 

is obtained from the equation (14). The simulation is performed for AWGN, Rayleigh fading channel and Rican channel and 

its coefficients are assumed identically and independently distributed. In addition, the channel state information is assumed 

to be known to the CR network. It is assumed that there are 4 CR users in the CR network. The number of samples within a 

detection interval (M) is equal to 3. A priori probabilities  p(H0) and  p(H1) are assumed to be known and equal to 0.8 and 

0.2, respectively. 

 

The curve clearly shows the presence and absence of attack in AWGN. For α=0.1,β=0.6 the Probability of false alarm at 

10-3 and 10-1, the Probability of error for With Attack is 0.2767 and 0.5445 and for Without Attack is 0.2679 and 0.5412 in 

AWGN.  

 

For α=0.6,β=0.8 the Probability of false alarm at 10-3, then the Probability of error for With Attack is 0.2792 and 0.5460 

and for Without Attack is 0.2694 and 0.5420 in AWGN. 

 

 
 

Fig. 3. Probability of false alarm versus Probability of error on OR FC rule in both with and without attack with α=0.1,β=0.6 and 

α=0.6,β=0.8 in AWGN. 

 

Figure 4  explains about the ROC curve between the probability of false alarm and probability of missed detection for N 

number of cognitive radio users. The number of cognitive user is referred to be 4.  

http://www.ioirp.com/
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Fig. 4.  Probability of false alarm versus Probability of missed detection of ROC with Theoretical value N=10 and N=4 and practical 

simulation for N=4 for cognitive users. 

 

IV. CONCLUSION 

The Performance of cooperative spectrum sensing over AWGN are presented. It has been found that probability of error is 

decreased for AWGN . Even though in the presence of attacker the system works well and false alarm is minimized in AWGN 

channel and also the ROC for number of CR users has been observed. Therefore performance has effectively improved. 
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